
Auto dealerships hold significantly more consumer financial information than most businesses. This trove of 
personal information you collect, store, and share, and the financial transactions taking place each day, make 
your dealership a prime target for cyber crime.

On top of that, there are more potential points for unauthorized access today than ever before in both your IT 
network, your supply chain, and your physical inventory of vehicles. Today’s modern vehicle is an 
interconnected IT system with key fobs, control systems, onboard diagnostic systems (OBDs), wireless 
communications, and more.

Learn more about the Top Risks and Best Practices below so you’re dealership is prepared and secure. 

D E A L E R S H I P  I N S I G H T S

Cyber Security Overview

Top Risks for Dealerships

Social Engineering

Social engineering attacks rely on manipulation to access 
sensitive data and/or systems. Two most common forms of 
social engineering are: 

• Phishing. The attacker might send an email from an 
address that looks almost like the real one. The email 
could contain a malicious attachment or a link to a 
website that installs malware.

• Business Email Compromises (BECs). BEC attacks are on 
the rise, especially for luxury dealerships. In a BEC 
attack, the hacker uses their access to a trusted email 
account to request a fraudulent wire transfer or direct a 
dealer’s accountant to a fake bank website, where they 
steal login information.

Shadow IT Breaches

These attacks occur through unauthorized use of personal 
devices on the corporate network, a common occurrence in 
service garages. Poorly configured personal devices, which 
may already be compromised with malware, often create a 
vulnerability point for attackers to exploit.

Compromised Third-party Vendors

Onboarding new service providers may require the vendor to 
connect directly to your IT network. Vendors who have been 
compromised and have access to your systems may impact 
your own data security. 

Since most dealerships have up to 20 vendors accessing their 
systems, they are also vulnerable to these “back-door” attacks.

Misconfigured Cloud Applications

Applications that reside in the cloud provide a lot of 
convenience and are probably used in your dealership, 
but there is a shared responsibility between you and 
the cloud service provider that you may not be aware 
of. It is important to be aware of your responsibility 
from a legal and claims perspective. 

When looking at your tools in the cloud, be sure to 
investigate everything from unmanaged or 
mismanaged permissions controls, not selecting or 
turning on the right controls to protect you, insecure 
data storage elements, or simply not understanding 
how to use and deploy the services.



If you have questions specific to your business, or would like additional information, 
please reach out to your Pitcher & Doyle Advisor. 

The information contained herein is general in nature and general insurance description only. The information is not intended to be insurance advice; nor does it amend, modify or supplement any insurance policy. Consult your actual policy or your broker for details regarding terms, conditions, coverage, 
exclusions, products, services and programs which may be available to you.
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Cyber Security Best Practices  

Training

What should have been at the top of the above list is 
“human error”. Your employees’ lack of cyber security 
awareness may just be the biggest cyber risk to your 
dealership, and proper training is the only way to solve it. 

Do they know about password protection? Do 
they know the signs of a phishing email? Do they 

know where and how to process sensitive 
financial transactions? Do they know a fake 

website when they see it? What  personal 
activities are happening on the company wifi?

There are a variety of free training resources around the web 
to help you get started, but it’s important to implement an 
ongoing training program to create a culture of security, to 
help ensure awareness as threats evolve, and to train any 
new employees. 

Keep Your IT Infrastructure Up-to-Date 
& Networks Secure

Are the computers at your dealership still running Windows 
7 or older OS versions? Do you have automatic updates set 
up for your software? It’s important to update both your 
software and hardware on a regular basis and whenever 
security patches are made available. 

After all malware, spyware and firewall settings are in place, 
make sure that all diagnostic equipment is connected to an 
encrypted wifi network. This is a must.

Also make sure the software (entry, OBDs, etc) in your 
inventory is all up to date as well. The company-pushed 
updates have crucial security fixes and upgrades; it’s 
important to keep on track of them. 

Tracking & Documentation Process

Develop a “management playbook” to cover reported 
incidents and how to properly address them. This 
should include procedures for communicating a breach 
to affected parties.

Get the Right Insurance

Insurance package policies designed for automotive 
dealerships don’t always pay for such crimes. And if a 
package policy does have any coverage, it might be 
subject to sub-limits, or there may be exclusions. 

Implementing a cyber security plan is helpful in limiting 
your dealership’s exposure to such risks, but no plan is 
100% foolproof. That’s why your cyber security plan 
should include cyber insurance. 

Make sure you have the right coverage.




